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Hi$n nay, hang tri?u camera giam sat dua tren ndn Ung giao thuc mang 
(sau day gpi tit la “camera gidm sat”) dang duac triin khai va sir dung phi 
bien. Phan Idn cac thiit bi nay chura dirge qu<in ly nen tiim in nhieu nguy ca 
bcio mat co thi bi khai thac nhim phuc vu cac hanh vi vi pham phap luat, nhu: 
thu thap trai phep du ligu, thong tin cua co quan, to chuc, ngucri dung cho cAc 
muc dich lira dao, chiem doat tai sdn; chiem quyen dieu khien thiet bi va sir 
dung cho cac cuqc tan cong mang, phat tan phan mem doc hai; co the lam lo 
bi mat nha nude, lam inh huong den an ninh qudc gia, trat tu an toan xa hpi.
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Be khac ph^c cac ton tai va rui ro ve an toan thong tin mang, an ninh 
thong tin lien quan den camera giam sat, Thu tudng Chinh phu chi thi:

1. Cac b$, co quan ngang b$, co quan thupc Chinh phu, Uy ban nhan dan 
cac tinh, thanh pho true thuoc Trung uong, tap doan, tong cong ty nha nunc 
thuc hien hieu qui cac bign phap sau:

a) Xac dinh cap dp an toan hp thong thong tin va trien khai phuong an 
bao dam an toan hp thong thong tin theo cip dp, theo quy dinh cua phap luat 
va tieu chuan, quy chuan ky thuat quoc gia ve an toan he thong thong tin theo 
cap dp khi trien khai cac he thong thong tin co sir dung camera giam sat.

Thai han hoan thanh: Xac dinh va phe duyet cap dp an toan he thdng 
thong tin co su dung camera giam sat, hoan thanh cham nhit trong thing 3 
nam 2023; tridn khai day du phuong an bio dim an toin he thong thong tin 
theo cap dp doi voi cac he thong thong tin co su dung camera giam sat dang 
van hanh, hoin thinh cham nhit trong thing 9 nam 2023.

b) Chi dao cac co quan, dan vi true thupc khi dau tu, mua sim camera 
giim sat hoac thue dich vu cong nghp thong tin co sir dung camera giam sat 
thuc hien kiem tra, dinh gia an toin thdng tin mang theo quy dinh cua phap 
luat; thuc hien kiem tra, dinh gii an toan thdng tin mang dinh ky theo quy 
dinh doi voi cic he thdng thdng tin co su dung camera giim sit.
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c) Su dung camera giam sat dap ung cac yeu cau ve bao dam an toan 
thong tin mang theo quy dinh; khong su dung camera giam sat khong cd
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chung nhan xuat xu, chat luong san pham hoac da duoc co quan cd tham 
quyen canh bao khong bao dam an toan thong tin mang. 

A

d) Dap ung ngudn luc, kinh phi bao dam an toan thong tin mang cho cac 
he thong thong tin cd su dung camera giam sat; chiu trach nhiem trudc Thu 
tudng Chinh phu neu de xay ra mat an toan thong tin mang, an ninh thong tin, 
lo bi mat nha nude tu cac he thong thong tin cd su dung camera giam sat 
thuoc pham vi quan ly.

d) Xay dung va ra soat, sua ddi, bo sung quy che bao dam an toan thong 
tin mang cua co quan, don vi, trong do quy dinh ro su dung camera giam sat 
phai bao dam an toan thong tin mang.
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e) Sau khi quy chuan ky thuat qudc gia ve yeu cau an toan thong tin 
mang co ban cho camera giam sat duoc ban hanh, cac bo, nganh cd lien quan
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khan truong nghien cuu, to chuc thuc hien ap dung quy chuan ky thuat nay 
trong pham vi quan ly.

2. Bo Thong tin va Truyen thong cd trach nhiem:
i 

> y y ’

a) Uu tien long ghep cac noi dung tuyen truyen, hudng dan bao dam an 
toan thong tin mang cho camera giam sat trong qua trinh trien khai De an
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“Tuyen truyen, nang cao nhan thuc va pho bien kien thuc ve an toan thong tin 
giai doan 2021 - 2025” theo Quyet dinh so 1907/QD-TTg ngay 23 thang 11 
nam 2020 cua Thu tudng Chinh phu. 
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b) Xay dung bo tieu chi ve yeu cau an toan thong tin mang co ban cho 
camera giam sat. Thdi han hoan thanh: thang 3 nam 2023.

c) Ban hanh quy chuan ky thuat qudc gia ve yeu cau an toan thong tin 
mang co ban cho camera giam sat va tuyen truyen, pho bien, to chuc hudng 
dan ap dung quy chuan ky thuat nay. Thdi han hoan thanh: thang 11 nam 2023.

d) Cong bo danh muc camera giam sat dap ung quy chuan ky thuat qudc 
gia ve yeu cau an toan thong tin mang co ban cho camera giam sat.

d) Chu tri to chuc trien khai, hudng dan, ddn ddc, theo ddi, kiem tra viec 
thuc hien cac noi dung tai Chi thi nay; bao cao Thu tudng Chinh phu ket qta 
thuc hien.

3. Bd Cong an cd trach nhiem:

a) Tang cudng edng tac phdng ngira, dau tranh va xu ly nghiem theo quy 
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dinh cua phap luat ddi vdi cac co quan, to chuc va ca nhan loi dung camera 
giam sat de xam pham an ninh qudc gia, trat tu an toan xa hoi.
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b) To chuc danh gia an ninh thong tin doi vdi he thong camera giam sat 
tai cac cong trinh quan trong lien quan den an ninh qu6c gia, cac he thdng 
thong tin quan trpng ve an ninh quoc gia tnroc khi dua vao van hanh, sii dung.

c) Nghien cuu, xay dung quy dinh v6 vi?c thi£t lap, quan ly, van hanh, 
bao tri he thdng camera phuc vu cong tac dam bao an ninh trat tu cua luc 
lugng Cong an nhan dan de thdng nhat thuc hien tren pham vi toan qudc.

4. Bq Tai chinh co trach nhiem tang cuong quan ly boat dong nhap khau 
camera giam sat theo quy chuin ky thuat quoc gia ve yeu cau an toan thong 
tin mang co ban cho camera giam sat.

5. Bo Cong Thuong co trach nhiem tang cuong quan ly, ki£m tra boat 
d$ng kinh doanh camera giam sat, khong de cac camera giam sat khong dap 
ung quy chuan ky thuat ^qu6c gia v6 yeu clu an toan thong tin mang co b&n 
cho camera gidm sat luu thong tren thi truong; dAu tranh chdng cac hanh vi vi 
pham phap luat ve lam gia< nhap lau camera giam sat.

6. Dai Truyen hinh,Vi§t Nam, Dai Tieng noi Viet Nam, Thong tan xa 
Viet NanivAxAcxo quambao^chi co trach nhiem bo tri chuyen muc, kenh phat 
song, thdi^gi^-phat-sdh^chuong trinh, tin bai ve an toan thong tin mang, 
trong do co nQbdungdietf quan den camera giam sat d6 nang cao nhan thuc va 
pho bien ky nang co bAn bdo dam an toan thong tin mang cho nguoi su dung.

7. Cac doanh nghiep san xuat, kinh doanh, nhap khau camera giam sat:

a) San xuat hoac kinh doanh, nhap khau camera giam sat dap ung quy 
chuan ky thuat quoc gia ve yeu cau an toan thong tin mang co ban cho camera 
giam sat.

b) Doanh nghiep san xuit chu dong thong bao va cung c4p ban cap nhat, 
nang cip phin m$m cho camera giam sat khi phat hien didm ydu, 15 hdng bao 
mat; hop tac, ho trg khic phuc xu ly su c6 mdt an toan thong tin mang, an 
ninh thong tin lien quan ddn camera giAm sat do doanh nghiep san xuit khi co 
yeu cau cua co quan co tham quyen.

8. Cac doanh nghiep cung cap dich vu vien thong, Internet:

a) Chu dong kiem tra va xu ly cac camera giam sat khong bao dam an 
toan thong tin mang do doanh nghiep cung cap tren ha tang mang ludi cua 
doanh nghiep.

b) Chu dpng thong bao cho nguoi su dung dich vu cua doanh nghiep khi 
phat hien camera giam sat cua nguoi su dung khong bao dAm an toan thong 
tin mang.
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N&i nhdn:
- Ban Bi thu Trung ucmg Dang;
- Thu tuong, cac Pho Thu tuong Chinh phu;
- Cac bo, co quan ngang bp, co quan thupc Chinh phu;
- HDND, UBND cac tinh, thanh pho true thuoc trung u<
- Van phong Trung uong va cac Ban cua Dang;
- Van phong Tong Bi thu;
- Van phdng Chii tich nude;
- Hoi ddng Dan tpc va cac Uy ban cua Quoc hpi;
- Van phong Quoc hpi;
- Tda an nhan dan toi cao;
- Vien kiem sat nhan dan toi cao;*
- Kiem toan nha nude;
- Cac tap doan, tdng cong ty nha nude;
- VPCP: BTCN, cac PCN, Tro ly TTg, TGD Cdng TTDT, 
cac Vu, Cue, don vj true thupc;

-Luu: VT,KSTT(2).
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9. Cac Bo tnxong, Thu truong co quan ngang bp, Thu truung co quan 
thuoc Chinh phu, Chu tich Uy ban nhan dan tinh, thanh phd true thupc trung 
uong, Thu truong cac co quan, don vi va cac tq chuc, ca nhan lien quan co 
trach nhiem thuc hien nghiem tuc Chi thi nay

c) Phoi hop vdi co quan chuc nang cua Bp Thong tin va TruyBn thong 
trong viec theo doi, phat hien, ngan chan va xu ly cac camera giam sat khong 
bao dam an toan thong tin mang.

d) Phoi hop vdi co quan chuc nang cua Bp Cong an trong viec phat hien 
va xu ly to chuc, ca nhan loi dung camera giam sat d6 xam pham an ninh 
quoc gia, trat tu an toan xa hpi.
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